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Package Abandonment Can Disrupt Supply 
Chain Integrity For Downstream Users
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Abandonment Exposes Users to Risk of: 
• Unpatched vulnerabilities
• Costly unplanned migrations
• Targeted supply chain attacks



Identifying & Remediating Abandoned 
Dependencies is Considered Best Practice*

* 2024 Sonatype State of the Software Supply Chain Report
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There Is An Unmet Need For Automated 
Abandonment Detection Tooling At Scale 
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Reflection On Lessons From Broader Challenges 
With Automated Tooling For Software Engineering

Manual configuration is possible but often impractical due to 
the overhead required 

Too many notifications, especially ones considered spurious, 
can lead to notification fatigue and tool disengagement
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Goal: Develop intelligent pre-configuration 
that predicts which abandonment will be 
disruptive to a project, given the context of 
their dependency usage
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But how?



Idea #1: The Traditional Approach

 X

Develop theory & 

operationalize factors

Collect extensive training

data

Build conventional machine

learning model 

Downsides: 

Difficulty operationalizing nuanced context-specific factors at scale

Extremely time intensive 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Idea #1: Traditional Approach



Idea #2: Naive LLM Approach 

Zero-shot LLM
Baseline

Macro-F1 score
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0.58



Our Solution: 
Prediction Through A Hybrid Approach
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Zero-shot LLM
Baseline

Macro-F1 score0.58
Theory-Driven

Reasoning + Context 
Approach

Macro-F1 score0.75



Hypothesis: Large language models (LLMs), 
equipped with theory-driven reasoning and 
contextual information, can accurately 
predict the impact of abandonment 
disruptions better than LLMs alone to 
support developer decision-making
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Method
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Extract expert knowledge through need finding interviews & develop theoretical 
framework

Operationalize & extract theory-driven context

Develop theory-driven structured reasoning prompt

Build classifier

Perform independent user study evaluating classifier performance



Extracting Expert Knowledge And 
Developing Theoretical Framework
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Extracting Expert Knowledge And Developing Theoretical Framework

 X

Step 1. Performed semi-structured need-finding interviews with 22 
developers


Step 2. Analyzed data using iterative thematic analysis to develop theoretical 
framework, which informed theory-driven reasoning & context developed

Importance of  
Functionality

Depth of  
Integration

Availability of 
Alternatives

External Environmental  
Pressures

How important is the 
functionality provided  
by the dependency to 

the project? 

How difficult is it to replace  
the dependency, considering  

the depth of its integration 
 in the project’s code base?  

How difficult is it to replace  
the dependency, considering  

the availability of suitable 
alternatives?  

 How likely is it that external  
environmental changes will  

force the project to act 
 on the dependency’s  

abandonment? 



Operationalize And Extract Theory-Driven Context
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Operationalize And Extract Theory-Driven Context

 X

Human expert judgment LLM reasoning Theory-driven context 

Retrieval-Augmented Generation (RAG) pattern
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Operationalize And Extract Theory-Driven Context

 X

Operationalize And Extract Theory-Driven Context

Importance of  

Functionality

Depth of 

Integration

Availability of

Alternatives

External 

Environmental 

Pressures

LLM knowledge

Project README Project package.json file

Relevant usage code snippets

static code analysis 
via CodeQL 
(keyword search &  
global dataflow analysis)

Dependency README

Theoretical Framework Theory-Driven Context



Theory-Driven Prediction Architecture 
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Theory-Driven Prediction Architecture

 X



Combined Theory-Driven Reasoning And Context 
Approach Performance
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Combined Theory-Driven Reasoning And Context  
Approach Performance

 X
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Key Finding: 
Abandabot’s Predictions Are Effective!
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Key Finding: Our Classifier’s Predictions Are Effective!

 X
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0.225

0.45

0.675

0.9

Participant Agreement-No Context (Step 1) Participant Agreement-Context (Step 2)

0.84
0.68

Ran online survey (n=124)



In Summary
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Contextual factors influence impact of abandonment: 
depth of integration, availability of alternatives, 
importance of functionality, and external environmental 
pressures

Developers wanted intelligent pre-configuration that 
predicts which abandonment is impactful

LLM-based classifier using theory-driven reasoning and 
project-specific context can effectively approximate 
developer judgments of impact better than zero-shot 
baseline
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